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A CONCEPT FOR

SECURITY AND COMPARTMENTATION OF °
,", * FOREIGN INTELLIGENCE

£y

.:f’:f-l. jThis paper offers a_conceptuaihapprdach;to

meeting today'sAseemingly-Contradictdry.requirements~in

‘the handllng of- 1nte111gence in general and its compartmentatlon_
A1n partlcular. | 'j-, - A,f | | |
. 2. On the-one hand there is a grow1ng need to
sinplify and fac111tate official access to intelligence .
within the Executive Branch, the Armed Forces and Congress;
on the other, we must focus our security efforts on the
.protectiov of the truly sensitive intelligence'seurces and

: methods. The conceptual approach presented in this paper

fls based on two pr:nc1pres. C e

L: }:f.'1a; The off1c1a1 use of Forelgn Intelllgence.
|  can be facllltated by a better balance 1n the
”:“fcon51deratlons of the needs to protect 1ntelllgence.-

';fAt plesent unnecessary securlty procedures are

e ;i‘ }hamperlng thc use of 1nte1116ence and dllutlng

'ﬁ the securlty attentlon that should be addressed to

R . R
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- ."the teally sen51t1ve aspects of 1nte111gence ‘
fsources and methods. ' )
h;_ A unlque category of natlonal securlty
~.tnfornat10n can be 1dent1f1ed as "Forelgn
.‘Intelllgence Informatlon" and W1th1n thlS a'smaller
’ unlque category can be 1dent1f1ed as. 1nformatlon :
:;.reveallng 1ntelllgence sources and methods. The
".degree and duratlon of securlty protectlon afforded

' thls 1nformat10n shouldcbe V1ab1e factors. ‘

13,. Today,.the prescrlptlons for protectlon of natlonal

security'intormat;on is set forth in E. O. 11652 and the

accompanying National Security Council Directive. In the

"discharge of his responsibilities to protect intelligence

! sources and methods the DCI has supplemented these. prescrlptlonq

W1th DCIDs and conpartmentatlon control procedures.

w";dlz The concerns wh1ch have been expressed about

27'these prescrlptlons and supplementary guldes, partlcularly

”{;j{compartmentatlon procedures 1nc1ude the clalms that'
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lja; There is unnecessary.and exceselve ose of
'c1a551f1cat10n and compartmentatlon Thore is 11tt1e.
’*_ reallstlc effort to evaluate the needs £or contlnulng
securlty proteftlon or to develop procedures for orderly
";release of 1nformat10n.v The complex and expen31ve pro~
"cedutes for access to compartmented materlals are a practtcal_
fbartier to the dlssemlnatlon of 1nte111gence to those w1th a -
-':1needuto,know- E '
| 'b;':So'hany peobdeunow;haveuaccees:to-the'najot.
oompertmentation(syStems‘that.little reel eomoettmentatdon'
exist. In example, approximately 130,000 individuals were
credited as holding COMINT clearances in Jnne 1973, the last
date for which officiallUSIB figures ere'available ’There were
1hjapprox1mately 70 000 1nd1v1duals holdlng TK clearances 1n’
»July 1975 These flgures do not 1nc1ude the Very laroe
.-;number who had access 1n the past\and have 51nce been debrlefed
L fe;f Procedures for remov1ng compartmentatlon .
"{:;'controls-are tlme consumlnc and admlnlstratlvely burdensome

'”5f}fjfﬁ'w1th the pract1cal effect of retalnlng 1nte111gence under'

'*:ft;jcompartmentatlon controls 1ong after the need has past.'

Q,vhllefprocedures have been recently adopted and 51gn1f1cant
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hamounts of ohotography and reports have Bééﬂ-"
Areleased from: Th controls, questlons rcmaln about‘
: :the need to compartment re51dual TK matcrlals
.”And serlous questlons are ralsed about the need for‘
. 'i'controls over much SIGINT ptoduct._ | | |
- d. Compartmentatlon procedures art1f1c1ally
diuide the 1nte111gence data base The succosses off“y
"i COMINT and TK have - resulted 1n a tremendous volume of N '
o STATINTL

highly valuable 1nte1110ence essentlal to the fore:gn

J.intelllgence data base.

However, compartmentation poses prob-

lems in integration and results in an artificial
duality of finished intelligence and ekpensivelnro-
-_cedures to madntain thevseparation.-;The.utiiizationA
ﬂw;cof 1nt0111gence would be oreatly fac111tated if users
‘bcould have access to the full body of 1nte1110ence‘
'”fif;;nformatlon 1n a 51ng1e 51mp1e format under a 51ng1e
isystem of 51mp1e,.clear1y understood securlty controls.
'9éﬁf§'b Concomltantly, the producers of 1nte111gence have‘

:zlflﬂfjﬁffexpressed concern about unauthorlzed dlsclosure and seek

tighter_controls.':f“ﬁﬂ?”f
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;fa.f The-potentialhdamage to sources of
1;'j1ntell1gence by unauthorlzed dlsclosures cont1nues'
-_to be a real problem. For example, USIB has
l‘recently dlscussed the adv1sab111ty of 1mp051ng
;‘;tlghter controls 11m1t1n0 access and holdlng down
dlssemlnatlon on. 1nte111gence related to Soviet h
- ABM development and m1551le testlng based on
”-concern that such leaks could foster counter actlon
and nulllfy the source of thls 1nte1110ence. '
| b.. The grow1n0 1nvolvement of the contracted
scientlflc,_technlcal and 1ndustr1al sphere in the .
areas of research, manufacture, opemiion and
exploration of technical dntelligence collectorshand,;
hresultino products indicates a need to exanine.the
adequacy of current securlty practlces. | :
_c,. The requlrements on the Inte111gence’-
Communlty assoc1ated w1th Conore531onal 1nterest ;"
| and over51ght issues of eneroy research narcotlcs,
_fiii;fﬁigffij?'economlcs ana 1nternat10nal terrorlsn portend a need:; "Eh

- to address unlque securlty requ1rements in the ':F;;“;'f'*

adlssemlnatlon of 1ntellrgence from all sources LQ an'.J

Vexpandlng populatlon of users
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Td. The grow1ng 1nte111gence 11a150n w1th
. jforelgn 1nte111gence allles ralses the questlon of
“need for a securlty ana1y51s of hlStOTlCal second and
H'thlrd palty agreements . .
e. The present 1nqu1ry by the Executlve and
iALegislatlve Branches of the Intelllgence Communlty
_ - has dlsturbed the concept of sanctlty of c1a551f1ed
materlal 1nd1cates the needdfor and’ presents the ‘:

L opportunlty for a redeflnltlon of what 1nt81110ence

-material requlres what degree of security protectlon

-

6. These opposing'concerns, i.e., a need for access
and a‘need to controi disseminations stem from divergent but
equally valid obJectlves Intelligence must be made available

. 'to those with a need-to-know. Appropriate-controls must be
,-exerc1sed to malntaln a V1ab111ty of the source.. At the
present tlme, the concerns 1nd1cate»that our current securdty
procedures 1nc1ud1ng compartmentatlon practlces are not |

horkln" and shoald be ledressed Toward thls obJectlve a

. concept for securlty and compartmentatlon of Forelgn Intelll—

'fgence 1s proposed The spec1f1c elements of the concept are
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::a. Establlshment b) USIB and promulgatlon by :
: fExecutlve Orderigéfh”Congre551onal agreemenzgof a f:, .
'deflnltlon of ”Forelgn Intelllgence Inforn221on” as; |
ia separate category w1th1n the totallty of the
:"natlonal secullty 1nformat10n :
b, Establlshment by UbIB and pronulgatlon by the
" NSC and DCI of a unlform set of securlty pzocedures‘
‘“for the protectlon of all Forelgn Intelllcencej
- jInformatlon 1nc1ud1ng B :
(1) A 51ngle security clearance for acce s
to Forelgn Intelllgence Informatlon based on -
.1nvest1gatlon to determlne trustworthlness' |
as requ1red in accordance w1th E O 10450 for
.—_ : access to TOP SECRET materlal. «The clearancc
"will be w1thdrawn when no lonﬂer requlred 1n
:v‘performance of off1c1a1 dutles oT contractual
,;obllgatlons.-- ' '

(2) A determlnatlon of the need for access

- ;j?f5};?§¥¥5to the partlcular }orelgn Intellloence sought .
A e L
’*f:fﬁ};gjfffln connectlon w1th performance of off1c1al

;dutles or contractual obllgatlons The deter*'ﬁrgz”f'ﬁ
:?mlnatlons of that need shall be mdde by Senlor .
Intelllgence Offlcers of the departments partlcipating

TR 'on the USIB R - .o
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(3) " The requirement of a secrecy agreement’ S
sﬁpported by legielation fot;criminai'sanctione
es:a,condition of eccess.to.classified'foreigno
'Intelliéence'iﬁformation.- | |

.;(4)' Delegetioh of the_reSponsibilit&.for
prOtectioh'of Foreign Iﬁtelligence‘to the\holder.z
 _(5} Adoption of physical secority requirements"

.eimilar to those prescfibed in E.0. 11652 and ‘the
accompanylnc_NSC Dlrectlve of May 1972

(6)' Development of a procedure similar to the
General Declassification Schedule of E.O. 11652
to declassify Foreign Intelligence Information
.when protection'is no longer required;

(7) Adoption of the uniform harking-procedotes:e 
of DCID 1/7-(modified as necessary to accommodate

e

this concept )

| -c.' The elimination of the | | ml STATINTL

and other compartmentatlon systems:as now structured,._jf
_’Q 1n favor of a 51ngle compartmentatlon control procedure )
Tgff\ti’ for the protectlon of truly sen51t1ve 1nte111gence

A /{” 'sources and methods As.a_prellmlnary step,:thej?w'“
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.bManegers of the Lurreht cohpartmonted systehs
' 'should be . requlred to reV1ew thelr materlals aqd
'act1V1t1es and clearly'ldentlfy "essentlal secrets
a,dThese would be nomlnated for protectlon under this
' 51n01e compartmentatlon system Everythlng else .
's;would be protected by the procedures descrlbed above
Features of the 51n01e compartmentatlon systems are:
(1) Approval for use- of compartmentatlon
.procedures would be vested in the DCI on the
Tadv1ce of USIB whlch Lould prov1de for ‘an annual. ,e
-reV1ew of contlnulno need and Jud1c1ous employmeht.
(2) Determlnatlon of need to-know would be )
vested in the project officer or cognlzant department

of the USIB with the exception that prlor

recognltlon could be afforded the need to know .

-

ixCompartmentatlon is really not requlred for most products of
.. technical collection including photography and the substance of
'SIGINT intercepts. (The actual film and raw text may ‘require
“ compartmentation.) - Compartmentatlon should not be .used. for
~'the security protection of generic reference to. technlcal sources

- ~-in finished ‘intelligence 'such as "Photography: revecals...,"

“a}"From COMINT we know. ", for administrative procedures for ca
fﬁgcodewords or: to protect 1nd1cators, 1n1t1als oY tltles ' -
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yof ekploitation:and‘anaiytic‘oeréohhe1~ uA-£i11é{_f
structure could be" organlzed to fac111tate the

' need to know determlnatlon. _A : _

’fl'(Sj Computer technology could be applled

-ﬁto assist in the reglstratlon of- small compartmentatlon'

'.progects, 1nd1v1duals approved for access and tho

f;control of dlssemlnatlon of documentatlon The_:
USIB is currently 1nvest16atlng use of computer -
technology to control compartnented clearances
:(4) Marklnos of cowpartmen red naterlals would
be kept to a minimum and would not normally be ‘
75//' carried forward in flnlshed intelligence products.
(5) No additional personnel'or physical,security
requirements wouid be required for accesé or pro—.
.;~f}~, L tectlon of compartnented 1nte111gence than is requ1red
f;?;}/{,i:ﬁ;for any other TOP SECRET Forelcn Intelllgence
| . e';ilnfromatlon.i No add1t10na1 secrecy agreements woold

:fwbe requ1red although 1t may be adv1sab1e to prOV1def

7-a personal securlty brleflng on the extra sen51t1ve

ztnature of the 1nformat10n
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- 7. No addltlonal or nore comprehen51ve background
1nvest1gat10n would be requlred for access to compartmented
materlals as 1s now requ1red by'DCID/1/14, .The determ1nat1on
of clearablllty would be based on the requlred background :
1nvest1gatlon for access to TOP SECRET But some fea51b1e
proglam of relnvestlgatlons should be con51dered by the USIB

‘8. This concept for a new approach to securlty and

E compartnentatlon has not been developed in consequence of
def1n1t1ve studles of all features 1nvolved However, there
~ have been prior studles that support many of the proposals
There are additional studies now underway in the communlty which
indicate that some elements might be favorahly received in
some quarters. DCI authorities now exist under the
National Security Act of 1947 to- segregate and unlquelyb
fldentlfy‘Forelgn Intelllgence Informatlon.' Access controls
and dissemination procedures proposed in'thls concept are»ﬁ
in accordance with prov151ons of E 0. 11652 The recent
| Asuccessful decompartmentatlon of 1arge Volumes of TX materaal

' _15 a precedent supportlng the contentlon that compartmentatlon

as it ex1sts today is not essentlal to the protectlon of
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1arge 3ystems and large volumes of technlcal 1nte111gence

productsgj

R Thls concept is presented as a. startlhg p01nt>

."for Stlll broader and more detalled examlnatlon of - 1ts

"j’potentlal Value It Wlll ralse maqy questlons and evoke

'Amany comments, some of Wthh surfaced in the draftlnGr and

they are annexed ior 1nformat10n purposes.




Approved For R"se‘ 2002/05/09 : CIA-RDP79M00467A‘400100004-1-

7 INTELLIGENCE COMMUNITY STAFF

[ Bxecuﬁvey(Reﬁim
& TS G481 [
i

2 December 1975
550~
NOTE FOR THE DIRECTOR

SUBJECT: Security Compartmentation

- When| | met with

a ) - you recently to tell you the results

of his review of the ''secrecy'" problen,
- ) he mentioned a paper prepared by ]

ATINTL - [ lon compartmentation. Attached

' is a copy of that report which I was

told you indicated an interest in

seeing.

STATINTL

W

STATINTL]

Gen. Wilson has had several
meetings recently to devise a plan of
action for moving this problem forward.
"He will be submitting to you soon some
recommendations on how we should proceed.

e

STATINTL
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. ' BENDER WILL, CHECK cussu#:cxnou TOP AND BOTTOM
| UNCLASSIFIED | | CONFIDENTIAL | | SECRET

OFFICIAL ROUTING SLIP

NAME AND ADDRESS DATE INITIALS

=< A

ACTION _ ' DIRECT REPLY PREPARE REPLY
apPROYAL | DISPATCH | RECOMMENDATION
COMMENT . o FILE - | RETURN
CONCURRENCE INFORMATION | | SIGNATURE

Remarks:

FOLD HERE TO RETURN TO SENDER
FROM: NAME. ADDRESS AND PHONE NO. DATE
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